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TruBest Enterprise Solutions LLC provides information technology (IT) services
supporting the sustainment of mission objectives. Our specialized services
include Program Management, information resource management,
cybersecurity, professional services, and Training.

Mission: Our mission is to ensure customers manage information system and
program security risks consistent with their organization’s mission, business
objectives and risk strategy.

We are a verified Service-Disabled Veteran-Owned Small Business (SDVOSB)

e Veteran Owned Small Business
(VOSB)

e Service-Disabled Veteran Owned
Small Business (SDVOSB)

e Small Business Administration 8(a)

e Disadvantage Business Enterprise
(DBE)

STATE

Small,
Women and
ority-O d
Commonwealth J

CERTIFIED

MARYLAND DEPARTMENT
OF TRANSPORTATION

e Small, Women-owned and
Minority-owned: DBE, Micro,
Minority & SDVOSB

e MDOT; MBE, DBE, SBE

e MWAA; LDBE

DIFFERENTIATORS
e  Successful history of supporting a
wide range of IT challenges
e Utilize in-house strategies
promoting process improvement
e Hire IA Workforce certified staff
e Strategic industry partnership
e Promote green technology
reducing total expense

Veteran-Owned Small Business (VOSB) and certified Small Business
Administration (SBA) 8(a)firm.
CORE COMPETENCIES
PROGRAM MANAGEMENT INFORMATION TECHNOLOGY

e Project Planning and e Information Resource
Oversight Management

e Operation Management e Telecommunications

e Acquisitions Planning e Enterprise Infrastructure

e Policy Development e Data Center

e  Privacy Impact Assessment e Computing Engineering

e Cost Benefit Analyses e Integration and Migration

e Feasibility Studies e Cloud Services

e Research and Development e Configuration Management

CYBERSECURITY IT MODERNIZATION
e Network, Cloud and e New and Emerging

Architecture Security Technology

e Risk Management e Artificial Intelligence (Al)
e Computer Network Defense e Machine Learning
e |A Audit e Technology Trending
e Vulnerability Management e BigData
e Independent Verification and e Innovative Strategy
Validation (IV&V) e Internet of Things (loT)
e Security Test and Evaluation e Data Analytics
e Continuous Monitoring e Robotics
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NAIC CODES: 541990, 518210, 519190, 541330, 541511,541512, 541513, 541519, 541611, 541618, and 611430
Management of Information Technology: Federal, Mission and Compliance Requirements
Contact us to discuss your requirements and answer any questions.
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CONTRACT VEHICLE

o  GSA MAS No.47QTCA21D0092 FEEDBACK ABOUT OUR SERVICES

e 8(a) STARS Ill No.47QTCB22D0356 | As a result of our past performance, our Team consistently reduces contract
e SeaPort Nx G No.N0017821D9426 | risks for customers while developing strategies to guide and manage program
e DLA JETS (Sub-ctr) success. Customers acknowledge our efforts by stating “TruBest exceeded
their contract expectations.”

PAST PERFORMANCE

o Defense Logistics Agency HISTORY OF SUCCESS
e Department of Army For our Department of Defense (DOD) partners: TruBest supports all military
e Department of Navy services providing Security Assessment and Authorization (SA&A), technologies
e United States Air Force seeking an Authorization to Operate (ATO) and/or Interim Authorization to Test
e Washington Headquarters (IATT). We managed cybersecurity activities for classified and unclassified
Services systems in accordance with Federal mandates and guidelines. TruBest supports
e Nuclear Regulatory Commission ongoing Information Assurance (IA) activities and Continuous Monitoring efforts
e Department of Agriculture described in the DOD 8510.01 and NIST Special Publications 800-37 and 800-39.

At the DLA Headquarters on Fort Belvoir, our appointed Information System Security Officers (ISSOs) and System Security
Engineers (SSEs) supported the system development life cycle (SDLC) from initiation, development, and Operation
(Dev/Ops) until decommission. We implemented in-house processes to streamline the system assessment process by
developing an Enterprise Library of Controls.

While supporting the Joint Strike Fighter Program Office in Crystal City Virginia, TruBest supported Certification and
Accreditation (C&A) activities for the F-35 Next Generation WarFighter. Our SME was the Co-Chair of the Certification and
Accreditation Advisory Group (CAAG), guided the C&A Team, and worked with Stakeholders; Flag Officers, Lockheed Martin
technical representatives to develop a unified approach to C&A compliance. The C&A approach incorporated inputs from
the United States Air Force, Marine Corps, Department of Army, US Navy, and the United Kingdom.

Our Vulnerability Management (VM) contract managed all types of cybersecurity incidents at the DLA HQ and their field
activities. We executed incident response procedures until incident closure. TruBest was recognized for reducing all Open
incident backlogs to zero. This contract also supported Configuration Management, Information Assurance Vulnerability
Management (IAVM), asset scanning, C&A, and wireless security.

As an appointed Trusted Agent, our SMEs also performed Public Key Infrastructure (PKI) certificate Administration in
accordance with mandates and regulations. We issued certificates, validated system users, monitor the Certificate
Revocation List (CRL), and assist users with access to classified environments.

TruBest supported the entire Change Management (CM) process. We monitored the Information Technology Management
System (ITMS), implemented a test network to test system changes and assess the impacts of the requested change to a
system resulting in the development of a final report with recommendations. Our Team of professionals developed
procedures for CM, made recommendations to the Technical Review Board (TRB) and Configuration Control Board (CCB) as
a technical SME.

Our SMEs supported the DLA HQ wireless implementation security requirements, performed wireless rogue detection, and
supported IA inspections. TruBest guided the DLA through periodic IA inspections after developing the DLA J6F Command
Cyber Readiness Inspection (CCRI) Project Management Preparation Guide, which is utilized to successfully pass internal
Blue Team IA inspections and the Defense Information Systems Agency (DISA) Command Cyber Readiness Inspection (CCRI).
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